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Executive Summary

This deliverable constitutes the final report on the structure and contents of the STAR
Marketplace. With the STAR project reaching its final stage and, therefore, the final results
being reported, it was possible to identify all required updates needed to support project
results, whether they are technologies and validations from the pilot use cases, training
material like courses and workshops or independent platforms or tools developed in STAR.

Since the initial version of this deliverable, D7.3 was on M24, there have been significant
content updates and new sections have been added to the STAR marketplace. This follows
now the structure outlined below:
e Assets
e Success Stories
e Services
o STAR Courses
o Workshops
o STAR Book
o Workers’ Training Platform
o AI Trustworthiness Framework
o External Resources
o External Courses
o Relevant Communities

In addition to new content types, external platforms and tools have been integrated in the
marketplace, namely a course player for the STAR courses described in D7.5 “Training and
Innovation Management Services”, the Workers’ Training Platform described in D5.10
“Workers’ Training Platform - Final version” and the AI Trustworthiness Framework described
in D7.6 “Safety and Security Certification Programme for AI Services in Manufacturing - Initial
version” and D7.7 “Safety and Security Certification Programme for AI Services in
Manufacturing - Final version” respectively.

Visually, the marketplace also underwent a few upgrades to accommodate the increase of
content. The STAR marketplace now provides support to all the content required to cover all
the project results. With the final structure defined and implemented, the marketplace will
remain open to content updates provided by the respective owners.
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Definitions, Acronyms and Abbreviations

Acronym/ .

Abbre‘\lliation L5

Al Artificial Intelligence

CMS Content Management System
IoT Internet of Things

VDIH Virtualised Digital Innovation Hub
WP Work Package
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1 Introduction

This deliverable constitutes the final report on the structure and contents of the STAR
Marketplace. With the STAR project reaching its final stage and, therefore, the final results
being reported, it was possible to identify all required updates to support the project results,
whether they are technologies and validations from the pilot use cases, training material like
courses and workshops or independent platforms or tools developed in STAR.

1.1 Link to other WP7 Deliverables

The development of the STAR marketplace was reported throughout the project mainly in four
deliverables. D7.1 “Market Platform and VDIH Services Specification” presented the first
website design, structure and content specification. It outlined what would become the first
version of the marketplace, reported in deliverable D7.2 “Market Implementation and VDIH
Establishment”.

With the project in M24 and, therefore, the implementation at an advanced stage and some
results already available, D7.3 “Integrated Secure and Safe AI Solutions - Initial version”
reported a major update in the marketplace’s content.

The deliverable at hand represents the final update of the marketplace, in terms of design,
structure and content. Figure 1 represents the followed roadmap for the marketplace
implementation in the context of WP7.

* Upload of Market Platform content based on project results: CREIEICRIMVET G SE i {eli Nolelg ClEvEEET Nol Nol (o] T § CEIV |

* Assets * Add new features to Market Platform to accommodate
* Success Stories new content

* Training Resources * Link other relevant initiatives to the Market Platform

o

1.2 Document Structure

This deliverable is organized so that the tools and pages that support the content are
introduced prior to the content itself.

Figure 1: STAR marketplace implementation roadmap in the context of WP7

Chapter 2 starts with the description of the whole infrastructure that supports the website,
followed by a description of all the sections and pages.

Chapter 3 provides the updated content lists for all the sections, with each element linking to
the respective marketplace page.

Chapter 4 provides the conclusions taken from the work done along with the next steps to be
carried out in order to continue the improvement of the marketplace.

Dissemination level: PU -Public Page 8
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2 Marketplace Structure

STAR Marketplace's final structure has been defined, implemented and is accessible through

 § MARKET

by STAR

www.market.star-ai.eu

Figure 2: STAR marketplace logo and URL

In Figure 3, the homepage is presented. It contains sections for all the main content,
highlighting some statistics along with the recent content additions.

§ MARKET

MARKET S

by STAR

Assets

Explore our catalogue of assets that support the
implementation of Al Solutions in manufacturing

™\ /=

e Ty QUL

)Ty = ) e
Visit the { e d v L
Success Stories Human-Al Trustworthy Al Safe Al

Collaboration — Workspaces

- || umn Centred Artificial -

s Human Behaviou Prediction
Robust Quakty Inspections o and Safl Zone Detection for
Routing

Services

Discover all the STAR resources available on the
marketplace. Register to access this content

HER
peveiopedin GFS T AR
OSTAR - B

P —

Figure 3: STAR Marketplace’s homepage
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2.1 Marketplace Infrastructure

The marketplace has been developed using WordPress, the most popular open-source Content
Management System (CMS) vastly used worldwide. While providing several out of the box
features, with its tens of millions of currently live websites and hundreds of millions of monthly
visitors, WordPress takes advantage of its vast community of users and developers to stay up
to date with new content and features.

Its features can be extended by using external plugins or themes. Plugins allow the use of
extra features not available on the basic installation such as: advanced user management,
contact forms, integration with external applications among others. Using themes gives the
user more freedom and choices on how to customise the look of the web site.

STAR Marketplace uses a customized theme and a variety of third party plugins in order to
provide all the required functionalities, namely, the integration with external platforms, user
management and visual elements. The following section will describe the main tools developed
or used to achieve these functionalities.

2.1.1 IoT-Catalogue.com Integration

IoT-Catalogue.com is a web-based tool developed by UNPARALLEL meant to be the one-stop-
source for IoT knowledge, innovations and technologies, aiming to help IoT stakeholders
(developers, integrators, advisors, end-users, etc.) to take the most advantage of the Internet
of Things for the benefit of society, businesses and individuals. It serves as an explorer for
innovations in IoT applications and technologies; that is, a web-based tool that enables to
pick & choose IoT solutions; a wide repository of knowledge, use cases, contacts, etc. of the
Internet of Things.

In the context of the STAR marketplace, IoT-Catalogue.com serves as the main backend
source, as it already provides the functionalities to add and edit the majority of the content
types required in the marketplace. The integration of the IoT-Catalogue.com content in the
STAR marketplace is done via the IoT-Catalogue plugin for WordPress, responsible for
importing and updating the content associated to the specific data subscription created. For
each type of content, a new port type is created and the database is populated with the
respective posts that, visually, provide all the content available on IoT-Catalogue.com,
respecting the colour scheme of the destination website. This integrated content is presented,
for example, in Figure 11.

This ease of integration, due to the IoT-Catalogue.com already providing all the required tools,
was the main point for choosing it as the main content support platform.

2.1.2 Course Player

The course player is a platform created to support the course content present in the STAR
marketplace.

The course player supports multiple content formats such as text, video, presentation, quiz,
or a combination of these. The landing page features a details section with all the relevant
information on the supported course, such as the instructors and their respective institutions
of origin, the price and content specifics of the course. This information is accessed by clicking
on the symbol presented on top of the table of contents, as seen in Figure 4. Each course
purchased by a user is intended to be stored accordingly so that the user can later return to
the course or switch between courses. This is achieved through implementing a database for

Dissemination level: PU -Public page 10
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all registered users where a user profile is created with all information on the purchased
courses and their respective progress and use history.
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The table of contents, presented on the right, in Figure 4, displays the course divided into its
respective chapters, each chapter discriminates the type of content present in it. Each chapter
that is marked as completed is signalled in the table of contents with a “check” symbol. The
last chapter to be consulted is also registered in the table of contents as an “eye” symbol.
Each time a new chapter is marked as complete the progress circle featured in the landing
page is incremented. The course is finished when all chapters are marked as complete. Once
the course is finished and the progress circle reaches 100% a certificate of completion,
sharable on all social media platforms is unlocked.

Figure 5 presents the popup menu of the course player. When hovering the items of the table
of contents a chapter menu in the form of a popup is presented with each sub-chapter and

its featured contents.
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The chapter page of the player includes a clickable chapter menu on the left and the content
of the chapter presented on the right. The contents presented in each chapter can be text,

video, presentation, or any combination of these.

Accountability

I ‘

General Considerations
for Assessment of
Accountability

Accountability
Considerations for the
Different Roles

Quiz

Accountability

The module of accountability is closely related to risk management, transparency,
explainability, auditability, human agency, oversight, and responsibility. Accountability for
Al involves determining the level of trust in Al systems and assigning responsibility for any
mistakes or harm caused by their outcomes (Liu et al., 2021). As per the ISO standards
(2022), accountability involves allocated responsibility, which enables the tracing of
actions back to the responsible entity. In most cases, the accountability can fall on the
system designer, the systems engineer, and even the operator working with the Al
depending on the circumstances. Many Al-based systems are "black-boxes" due to the
lack of explainability and transparency. The ir g complexity and invol 1t of
numerous vital components, such as input data, algorithm theory, implementation details,

t Factors for Human-Centric
At ntelligence

Introduction

Tra
& Interpretability

Faimess, Inclusivity &
Non-discrimination

Safety and Security

Privacy and Data Agency

real-time human control, etc., complicates the determination of accountability for the
actions of the Al (Liu et al., 2021).

Well-being

Issues also arise when considering self-learning neural networks. In such cases, the

decisions made by the Al system may deviate significantly from the original design, Hu

making it difficult for the developer and operator to predict the Al's future behavior. Oversight 24
Consequently, holding the operator legally or morally responsible for the Al's actions

becomes challenging (Bird et al., 2020). For this reason, there should be a remedy by Task and Skil Vadety
which it is possible to reconsider the decision of the Al itself before it is enacted, which can

give some control to humans leading to rectifying the consequences. Ergonomics and Physi

Demand
One way of ensuring accountability is by Auditability. Auditing an Al system involves
assessing the system against a set of regulations from various perspectives conducted by
internal or external auditors (EU Commission, 2021a). Different manufacturing Human-centricity

Other Considerations for

Conclusion

Figure 6: Course player chapter page

Each chapter is complete when the user marks it as read in a checkbox, with no other form
of validation needed. The courses are educational and are not intended to test the user’s
knowledge, as such, there is no verification if the user read all content or if the featured
quizzes are answered. The quiz is merely a tool to assist the integration of the acquired
knowledge, because of that the quiz is designed so that the correct answer is presented as
soon as the user responds to a question and small text with the explanation of each question
is also presented as a support for the quiz.

Assement Factors for Human-Centric
Artificial Intelligence

Quiz ot

1 What does accountability for Al involve?

All of the above
@ Assessing potential risks and D A S

Transparency, Explainability
& Interpretability

ountability

Faimess, Inclusivity &
Non-discrimination

() Allof the above
Safety and Security

2.  What are the two categories of audits discussed in the
context of Al accountability? Privacy and Data Agency

Internal and external audits

Pre-deployment and post-deployment audits
System designer and operator audits
Third-party and internal audits Human Agency and

Oversight 24

Task and Ski
3. What is a challenge associated with external audits?

Limited access to internal data

Ergonomics and Physical
Demand

Shared interests with system designers and operators

Difficulty in assessing potential harm Other Considerations for

Human-centricit
Al of the above <

Conclusion

Figure 7: Quiz section of a chapter page
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2.1.3 User Management

For user management, the Ultimate Member plugin is used. It provides all the required register
and login forms, user role management, social login and individual page access control.

By clicking the “Sign In" tab of the navigation bar or while trying to access restricted content,
the user is presented with the login page shown in Figure 8.

& Y I A R K E T Assets Success Stories  Services ~  External Resources ~  Sign In
by STAR

G signin with Google

Username or E-mail

BSTAR

www.star-ai.eu

Figure 8: Login page

If the user is not yet registered, they can do so by clicking “Register” and going to the page
shown in Figure 9.

ﬁ 4 MA R K ET Assets Success Stories Services * External Resources = Sign In

by STAR

& sign up with Google

Username
First Name
Last Name

E-mail Address

-
Password

Confirm Password

foan

funding from the European
rach and innavation programme.
956873,

DSTAR - w

wvew.star-ai.eu

@ 2023 - Star Market

Figure 9: Register page
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2.2 Structure

The marketplace follows the structure outlined below:

o Assets
e Success Stories
e Services
o STAR Courses
o Workshops
o STAR Book
o Workers’ Training Platform
o AI Trustworthiness Framework
o External Resources
o External Courses
o Relevant Communities

The Services section has been restricted to registered users only. The remaining content has
been left accessible to everyone. In the next sections, all the marketplace pages are
introduced.

2.2.1 Assets

In the Assets section, all the available Assets are listed, as shown in Figure 10.
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https://www.market.star-ai.eu/assets

GISTAR
D7.4 - Integrated Secure and Safe AI Solutions - Final Version
Final - V1.0, 15/01/2024

H2020 Contract No. 956573

§ MARKET

by STAR

Assets Success Stories Services * External Resources ~  Sign Out

Assets
-
Active Learning (AL) Al Cyber-Defence Strategies AMR Safety
(ACDS)
This module provides a placeholder for AL systems The module implements different strategies in N
i.e., Al systems that can consult an authority (e.g., response to various attacks against Al system, lllns comﬁoh:e: b‘y"a‘::izty f;l)r:de:e:tur SoE Sohar
a.. notably poisoning and evasion attacks. el A
g el
98— m
oE d
b = =
Distributed Ledger Services for Explainable Artificial Intelligence Fatigue Monitoring System
(XAl) Models and Library (FaMSs)

Data Reliability (DLSDR)
Distributed Le.dger Services (?' Data Rehablm.y' Thia module provides and exscites Explainable FaMS uses artificial |nlel||g-em)e (Al)_ models I?Iymg
(DLSDR) provides a decentralized data reliability Artificial Intelligence models and algorithms. ‘on machine learning to estimate fatigue exertion
solution for industrial Al algorithms configurations... "9 90 ? level and mental stress...

Natural Language Processing

Human Digital Twin Core
Feedback Module
Infrastructure (HDT) (NLP)
The feedback module interfaces to some interaction The platform supports human in the loop processes Natural Language Processing related components,
modules (e.g., GUI or NLP) that enable the transfer provides feedback/results on workers’ safety and proof of concepts and recommendations to facilitate
of user... performance. the interaction between humans and machines...
Production Processes Knowledge Risk Assessment and Mitigation Runtime Monitoring System
Base (PPKB) Engine (RAME) (RMS)
This module consolidates domain knowledge about This module is destined to assess risk for assets RMS is a Data collection framework which provides
the production processes of the i i with Al-based systems is L the ifications and relevant i ion to
environment. lines. enable a real time...

a:
Powered by P& !:E'Iosus
T prcect has rceived fuing from the Eropean

DSTAR
under grant agreemen po. 956573

wowwi.star-al.eu
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Figure 10: Assets page

By selecting one, all the details of the respective asset are presented as shown in Figure 11.
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STAR

& | Assets | AMR Safety

AMR Safety

Itis composed by a safety zone detector and a robat planner. The first module will be used to provide insights on the safe of robotsina

TRLZ
Developers THALES, University of Groningen
Communication Ethernet

Developed in Project STAR

Provide Insights Safety Zone Detection

Trend Industry 4.0  Artificial Intelligence

Type of Machine Learning Supervised Object Classification Frugal Learning  Object Classi i Unsupervi: BG i il AMR Planner Deep
Learning Skeleton Reconstruction

Types Software System

@ Description

The solution is conceived by merging the following technologies:

* Dynamic object detection via GNN

« Skeleton extraction by human pose detection convolutional neural network {CNN)

- 3D-localization and mation in the ir and estimation of human-robot distances using the geametric calibration of fixed RGB cameras

. and it fusion merging video analytics results coming fram inthe lines
sensor data

+ All these elements are used to obtain a spatial density map, called HeatMap, that will feed a planner to define a safs trajectory for a flest of robots.

This module requires that the work floor layout is monitored actively using cameras. Two ceiling-mounted cameras will stream video data 1o create real-time layout of the area.
Having the livestream data from these two-ceiling cameras allow the layout monitoring and, using the THALES vision-based algorithm, define the safety zones for the robot.
The workers, as well as the cbstacles, will be detected and an anonymised density chart will be cbtained to feed a module that creates a safety path for the robots. There will
be no stored data as the lavout can chanae at anv time. However. a link to stream the live video will be provided. For experimental ourooses. data could be collected and stored

@ Used On A
Human intention recognition K based on the P
' 1 8 4 3 1 7 4 a
[r—. Praces. Gomponents e Propostions KT Prodiems vasaons Paces Gompanerss. vais Propamons. 1CT Problems
Dynamic Path Planning K
' i 8 4 3
ssanons Fraces. Gomperscts Ve Propastons 1T Froviems
Use Cases
19 Documents A
"Background modeling methods in video analysis: A review... Principles t background...
¥. Xu, 4. Dong, B. Zhang and . Xu @ K. Toyama, J. Krumm, B, Brumitt and B, Meyers:
*Adaptive and "Image in video A
@ C. Ridder, O. Munkelt and H. Kirchnor @ N, Friedman and . Russell
. "Adaptive background mixture models for reaktime tracking...  gm, "M for "
8 Media Gallery tphoto 53 A
ered by E Ior
d CATALOGUE
i preject has raceived funding from the Eropean
DSTAR - i i e i it s s
undat grant agreamant no, 958573

woww.star-al.eu
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Figure 11: Single Asset page
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2.2.2 Success Stories
In the Success Stories section, all Success Stories are listed as shown in Figure 12.

§ MARKET oty Sek il B Bl eckone = Schs

by STAR

Success Stories

Agile production management system data integrity and reliability

In this use case it is planned to identify external and internal threats to i { tems affectis ion system, mitigate them,
IBER-OLEFF  and reduce as much as possible the harmful effects.

-y Dynamic Path Planning
The "Human intention recognition" and “Robot reconfiguration based on the dynamic layout* use cases are going to be combined to have a

safe environment for the workers and the hardware equipment. The newly received coordinates of the stations will be used to set...

Easy reconfiguration for automated part handling

pH I l-l ps In this use case, three different building blocks are defined that together could provide flexibility from a part handling perspective. The first
building block revolves around the development of a system for automated part recognition and detection. In this building block, the...

Employee training for the reduction of human errors

S This use case s intended to identify and quantify human errors associated with the assembly process. With the help of the right tools, itis
IBER-OLEFF  expected to achieve better-operating methods and better management of human resources on the assembly fine.
=y Human intention recognition
This use case plans to detect the human activities and predict their next actions, which then will be combined with robot navigation to create

a safer environment. For this matter, DFKI created typical worker scenarios, happening during normal daily work. The behavior...

Human supervised learning for visual quality inspection

pH I I-I ps In this use case, we aim to investigate and implement solutions that can help setup quality inspection systems in an easy and flexible manner.
Normally visual quality inspection syste trained based on ive ds and can be easily optimized due to...

m Production planning optimization
o This use case has as its main objective the reduction to a minimum of unfinished product stocks. Practically, there will always be a certain
IBER-OLEFF stock of the unfinished product, i.e., injected and purchase el that will be bled according to the...
- Production processes simulations for accelerated decisions and safe
processes
|BE|‘?-OLEFF This use case assumes the development of an IT solution that will help production management in making high-level decisions. This solution

will be based on real-time simulation of the production process and will benefit from instant production data as well as their...

m Robot reconfiguration based on the dynamic layout

This use case consists in the dynamic update to the navigation route of the mobile robot, by considering human and/or other (non-moving)
objects in the envi This use case will also enable easier ion of the robot in case the layout of...

Safe collaboration between human and robot

pH I '-l pS This use case is related to the implementation of the human digital twin. This innovative technology is developed to measure and analyse the
human aspect within production. The goal is to measure aspects like physical stress, mental stress, job engagement, happiness, and many..

Powered by =‘§ (=]}

CATALOGUE

This project b received funding from the Europasn
DSTAR Urion's Herizon 2020 resarach and innoration peogramme

undor grant agreemant no. 956573.

www.star-al.eu
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Figure 12: Success Stories page

By selecting one, all details about the respective success story are presented as shown in
Figure 13.
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§ MARKET

4 / Success Stories / Human supervised learming for visual quaity mnspection

PHILIPS

Human supervised learning for visual quality inspection

Normatly
However,to

significantly. Therefore,

atter which
By doing this, we are
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Figure 13: Single Success Story page
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2.2.3 Services
This section comprises all the content developed in the context of the STAR project, those

being:
e STAR Courses
e Workshops
e STAR Book
e Workers’ Training Platform
e AI Trustworthiness Framework
In the following sections, all the services available in the STAR Marketplace will be presented.

2.2.3.1 STAR Courses
In the STAR Courses section, the available STAR Courses are listed as shown in Figure 14.

& MARKET

by STAR

Assets Success Stories  Services ¥ External Resources *  Sign Out

G3STAR

Check the new STAR Courses with all the resources
you need.
Register or sign in to hav

Assessment Factors for Human-Centric

BSTAR

www.star-aleu

Artificial Intelligence

12 Chapters
Quiz
Certificate of completion

English

Industry 5.0 Impact on Workforce Tutorial

9 Videos
Quiz
Certificate of completion

English

Al Ethics and Regulations Tutorial

10 Videos
Quiz
Certificate of completion

English

Active Learning for Computer Vision
Applications Tutorial

9 Videos
Quiz
Certificate of completion

English

rach and innovation programme

@ 2023 - Star Market

Figure 14: STAR Courses page

By selecting one, the user is redirected to the selected course player page, as shown in Figure
15.
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Assement Factors for
Human-Centric Atrtificial
Intelligence

Helping Manufacturing Organizations and
their employees assess the human-centricity
of their systems

e) Neethu Susan Roy, +1

' University of Groningen

Course
progress

Final - V1.0, 15/01/2024

Assement Factors for Human-Centric
Artificial Intelligence

Introduction
Accountability

Transparency, Explainability
& Interpretability

Faimess, Inclusivity &
Non-discrimination

Safety and Security
Privacy and Data Agency
Well-being

Human Agency and
Oversight 24

Task and Skill Variety

Ergonomics and Physical
Demand

Other Considerations for
Human-centricity

Conclusion

All four courses mentioned in D7.5 “Training and Innovation Management Services” are being
finalized in the Course Player and will be available in the marketplace.

2.2.3.2 Workshops

In the Workshops section, all workshops are listed as shown in Figure 16.

§ MARKET

Workshops

Assets Success Stories Services ¥ External Resources ~  Sign In

Al INTEROPERABILITY Al-MAN
Workshop

This workshop of the AIMMANUFACTURING cluster
(STAR EU Project Teaming Al Project COALA Your
Factory Assistant XMANAI ~...

$ISTAR

www.star-ai.eu

Al-MAN WORKSHOP Explainable
Al in Manufacturing

Online workshop co-organized by the Al-MAN
cluster of projects on Al in Manufacturing

Ethical and Legal Issues of
Artificial Intelligence in
Manufacturing

Projects community, and will also host a speech by

The workshop is co-organized with the EU ICT-38 ‘
Celine...

This project has received funding from the European
Union' 2020 reserach and innovat tion programme
under grant agreement no. 956573,

By selecting one, all the details about the workshop are displayed as shown in Figure 17.
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% 3 MARKET Assels Success Stories Services = External Resources ™ Sign Out
by STAR

#& | Workshop / Al INTEROPERABILITY Al-MAN Workshop

AIINTEROPERABILITY Al-MAN Workshop

aldmanufacturing.com

¥ Description

This workshop of the AIMANUFACTURING cluster (STAR EU Project Teaming Al Project COALA Your Factory Assistant XMANAI - EU Project ASSISTANT Project-H2020)

where ted how data ity and artificia intelli ity improves industrial automation in industry 4.0 production fines and digital shopfloors.
This workshop focuses on how Data and Al can boost processes in the medern digital shopficor.
@ Details
232022 n40h
@ Agenda

00:00 - 00:06 Introduction to the Workshop

00:05 - 00:25 *Manufacturing data, information, and knowledge made actionabler, Klaas Gadeyne, H2020 Assistant Project

00:25 - 00:45 *On a generalised framework for Time-Aware knowledge graphs’, Franz Krause, H2020 Teaming Al

00:45 - 01:05 “XMANAI foundations for explainability and interoperable Al", Michele Sesana, H2020, XMANAI Project

01:05 - 01:25 “Using Asset Administration Shel for modelling and deploying Planning Agents in a Smart Factory ‘4", Vasillis Siatras, H2020 MASAAI Project

01:25 - 01:30 Discussion - Workshop closing

# Team
. - - -
- - - -
Klass Gadeyne Franz Krause Michele Sesana Vasilis Siatras
) Resources
L) 116738 _Interoperabilty_FlandersMake L) 2. Teamingai-TimeAvare-KnowledgeGraphs
L) 3 XMANAI Al-MAN Workshop L) 4. 1a1-Man)Using Asset Administration Shell
$©STAR

www.star-ai.eu

@ 2023 - Star Market

Figure 17: Single Workshop page
2.2.3.3 STAR Book

The STAR Book section presents the open access book, written by STAR consortium members,
on the topic of trusted, ethical, and secure AI in manufacturing. More details on this book can
be found in D7.5 “Training and Innovation Management Services”. Figure 18 presents the
STAR book page.
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by STAR

A / Books / Trusted Artificial Intelligence in Manufacturing: A Review of the Emerging Wave of Ethical and Human Centric Al Technologies for Smart Production

Trusted Artificial Intelligence in Manufacturing: A Review of the Emerging
Wave of Ethical and Human Centric Al Technologies for Smart Production

Description

This book is co-authored by the STAR consortium members and provides a review of technologies, techniques
and systems for trusted, ethical, and secure Al in manufacturing. The different chapters of the book cover
Trusted Artificial Intelligence in systems and technologies for industrial data reliability, ible and artificial intell systems,

Manufacturing human centered manufacturing systems such as human-centred digital twins, cyber-defence in Al systems,
simulated reality systems, human robot collaboration systems, as well as automated mobile robots for

i i Avariety of cutting-edge Al jies are employed by these systems including

deep neural networks, reinforcement learning systems, and explainable artificial intelligence systems.
Furthermore, relevant and i i are di Beyond reviewing state of the art
standards and technologies, the book illustrates how the STAR research goes beyond the state of the art, towards
enabling and ing ht tred ies in ion lines. Emphasis is put on dynamic human in
the loop scenarios, where ethical, transparent, and trusted Al systems co-exist with human workers. The book is
made available as an open access publication, which could make it broadly and freely available to the Al and
smart manufacturing communities.

Download book

Joha Soldatos and Dimosthenis Kyriazis (Edi

Details
John Soldatos Dimosthenis Kyriazis 22Mmj2021 nowapen
ot e e R o o B
DSTAR - il

© 2023 - Star Market

Figure 18: STAR book page

2.2.3.4 Workers’ Training Platform
The Workers” Training Platform section, presents the main features and redirects to this
platform developed in STAR, described in detail in D5.10 “Workers’ Training Platform - Final

Version”. As shown in Figure 19, four sections describe the main functionalities, with links to
visit the platform.
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§ MARKET

G@ISTAR

Worker's Training Platform

In the increasingly demanding labor world,
it's more important than ever to assess your
skills and invest your time in suitable training
for your career goals

Evaluate Your Skills and
Get Recommendations

rtual Int

Get to Know all the
Training Material STAR
Developed for You

You will get recommendations from the training material
developed in STAR that suit your specific needs and

requirements.

See all this Functionalities
on the Platform

DSTAR

wevew.stae-al.eu

Final - V1.0, 15/01/2024

ies Services~ External Re

nSTAI

Workers' Training Platform

Learn More about
Jobs and the
Required Skills

Chatbot will provide info about specific
job details and required skills,
recommendations on how to improve
skills and more

Figure 19: Workers' Training Platform
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2.2.3.5 Al Trustworthiness Framework

In this section, the AI trustworthiness evaluation framework is presented. The page shown in
Figure 20 introduces the user to this self-assessment tool, described in detail in D7.6 “Safety
and Security Certification Programme for AI Services in Manufacturing - Initial version”.

@ MARKET Assets Success Stories Services > External Resources = Sign Out

Al Trustworthiness
Framework

A self-assessment form for the trustworthiness
of Al systems. It consists of a set of questions
that relate to different aspects Al systems

PSTAR

www.star-al.eu

Figure 20: Al Trustworthiness Framework page

By clicking the “Go to Survey” button, the user is taken to the survey page. For this purpose,
a survey was created using the SurveyMonkey platform, as shown in Figure 21 and Figure 22.

§ MARKET

Al System Trustworthiness Evaluation

Framework for auditing the trustworthiness of Al systems

The following questions provide the means for collecting information about the
trustworthiness of an Al system. It covers different aspects of Al trust, including
technical/technological, organizational/management and social/ethical aspects.

The framework serves a dual objective: On the one hand it enables manufacturers and
providers of industrial automation solutions to benchmark the level of trustworthiness of their
solution, while on the other it provides them with practical suggestions for improving this
trustworthiness.

Figure 21: Al System Trustworthiness Evaluation survey entry page
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& MARKET

Al System Trustworthiness Evaluation

1. How does your Al system ensure the transparency of Al models and algorithms?
Select all the options that apply.
[] The system employs XAl techniques (e.g.. LIME, SHAP) to interpret decision-making processes and make
them more

tance analysis to identify which factors or features the Al model reties on the

ion of the Al system's design, architecture,

monitoring of the Al system's

ng any potential

Pomsred by
™ SurveyMonkey
Sea how easy 1o

-
Figure 22: AI System Trustworthiness Evaluation survey

This 14 question survey was designed to evaluate the trustworthiness of an Al system. The
user must check all the boxes that apply to their system and, at the end, a score is given
based on the number of checked boxes, along with a summary of all responses.

2.2.4 External Resources

This section comprises a collection of external content and sources that directly relate to the
STAR project and its topics. In the following section all these external resources subsections
are presented.

2.2.4.1 External Courses

The External Courses section consists of a list of courses from external sources that directly
relate to the STAR project and its topics. In this section, all these courses are listed as shown
in Figure 23.
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External Courses
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Assets Success Stories Services »  External Resources ¥  Sign In

Advanced Diploma in Introduction

A Complete Beginner's Guide to
Industry 4.0

"A Complete Beginner's Guide to the next wave of
transformation of people, business and planetA

course with a...

This course covers an overview of selected loT

A Subjective Introduction to the
loT

technologies, tools and methods. Firstly you'llfind

out what is...

to Internet of Things

The course describes the fundamental concepts
behind the 10T as well as its applications in
computer programming ....

Advanced Manufacturing
Enterprise

connected enterprise is, as they learn about the
operational...

This course makes students aware of what a digitally

Architecting Smart loT Devices

This course will teach you how to develop an
embedded systems device. In order to reduce the

time...

Arduino: Make an loT environment
monitor

What you'll learnMake simple circuits based on the
Arduino boardAcquire data from sensors and display

them on an...

AWS loT: The Hobbyists Guide to
Home Automation

MQTT Data to AWS loT using a Raspberry Pi or
ESP32

Embedded Device to AWS Cloud Integration, Publish

AWS Serverless Design for loT

Program the ESP8266/ESP32 in Arduino, then
enhance, store and visualize loT data with AWS

Serverless design flows

Beginners Masterclass into
Internet of Things

Learn IoT with Raspberry Pi and Microsoft Azure

Big Data Analytics in IOT domain

What you'll learnFusion of Industry 4.0 coupled with

Build 10T Apps using Raspberry Pi,
AspNet Core and SignalR

Building a Thing for the Internet of
Things loT

A hands on, step-by-step guide to bringing your

idea to life, from start to Kickstarter

Developing Internet Of Things Applications using
Raspberry Pi 3, AspNetCore and SignalR Core

big data analytics opens up a new era of
technology...

BSTAR

www.star-ai.eu

a: -

©2023 - Star Market

This project has received funding from the European
Union's Horizon 2020 reserach and innovation programme.
under grant agreement no. 956573.

Figure 23: External courses page

D7.4 - Integrated Secure and Safe AI Solutions - Final Version

By selecting one, all the details about that specific course are presented as shown in Figure

24.
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q MAR KET Assets Success Stories Services *  External Resources ~  Sign Out

by STAR

# | Course / A Complete Beginner's Guide to Industry 4.0
A Complete Beginner's Guide to Industry 4.0

wwowudemy.com

(E) Description

“A Complete Beginner's Guide to the next wave of transformation of people, business and planet
A course with a simple and comprehensive beginner's guide y 4,011 how Industry 4.0 ing the Digital Trar ion of many industries.
including Agriculture, Livestock and Poultry, Aquaculture, Food and Beverage, Retail, Insurance and much more!™™

@ Details

26 hours 84.99¢ Certificate of completion

5 Team

CipherDev Labs™

T poiect B e fncing romthe Eeopeen

DSTAR Urion's orizon 2320 eserach and novation rograrme
under grat greemant o, 956573

wwwstar-aiu

® 2023 - Star Markst

Figure 24: Single external course page

2.2.4.2 Relevant Communities

In this section all digital communities that powered the STAR marketplace and provided its
content are listed, each one redirecting to their website, as shown in Figure 25.

by STAR

Relevant Communities

Explore a universe of Al Solutions
Check these external platforms to see more Al resources

% iCLAfA‘LOGUE 4

loT Catalogue enables users to explore loT The European Factories of the Future Research
solutions based on domain-related Value iation (EFFRA) is a non-for-profit, industry-
itions and] or ICT Probler ibed on driver iati ing the of

use-cases defined along applications domains new and innovative production technologies

Al4EV DFA

The DFA is open to all participants in the digital
manufacturing community interested in
'supporting the DFA mission by proving a
technology, implementing a pilot, validating
products or connecting innovation communities
to the DFA assets.

@

The European Al-on-demand (AIOD) platform
seeks to bring together the Al community while
promoting European values. The platformis a
facilitator of knowledge transfer from research to
multiple business domains

OSTAR

W star-ai.eu

Figure 25: Relevant communities page
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3 Content

This chapter describes the content status of the STAR marketplace. It is divided according to
the marketplace structure and for all the sections where required, its content is listed along
with a link to the STAR marketplace.

Content-wise, as of the delivery of this document, STAR marketplace has:

e 15 Assets
e 10 Success Stories
e 5 Services
o 4 STAR Courses
o 3 Workshops
o 1 Book
o Workers’ Training Platform
o AI Trustworthiness Framework
e 2 External Resources
o 43 External Courses

o 4 Relevant Communities

3.1 Assets

The assets list, presented in Table 1, has been updated with the most recent available info
and may suffer more updates in the future.

Table 1. List of available assets

Asset Name Link

Active Learning (AL) Market by STAR
AI Cyber-Defence Strategies (ACDS) Market by STAR
AMR Safety Market by STAR
Distributed Ledger Services for Data Reliability (DLSDR) Market by STAR
Explainable Artificial Intelligence (XAI) Models and Library Market by STAR
Fatigue Monitoring System (FaMS) Market by STAR
Feedback Module Market by STAR
Human Centred Digital Twin (HDT) Market by STAR
Natural Language Processing (NLP) Market by STAR
Production Processes Knowledge Base (PPKB) Market by STAR
Risk Assessment and Mitigation Engine (RAME) Market by STAR
Runtime Monitoring System (RMS) Market by STAR
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Star Security Policies Manager (SSPM)

Market by STAR

Simulated Reality (SR)

Market by STAR

Workers Activity Recognition (WAR)

Market by STAR

3.2 Success Stories

The success stories list, presented in Table 2, has been updated with the most recent available

info and may suffer more updates in the future.
Table 2: List of available success stories
Success Story Name

Agile production management system data integrity and reliability

Link

Market by STAR

Dynamic Path Planning

Market by STAR

Easy reconfiguration for automated part handling

Market by STAR

Employee training for the reduction of human errors

Market by STAR

Human intention recognition

Market by STAR

Human supervised learning for visual quality inspections

Market by STAR

Production planning optimization

Market by STAR

Production processes simulations for accelerated decisions and safe
processes

Market by STAR

Robot reconfiguration based on the dynamic layout

Market by STAR

Safe collaboration between human and machine

Market by STAR

3.3 Workshops

The workshops list, presented in Table 3, has been updated with the most recent available

info and may suffer more updates in the future.
Table 3: List of available workshops
Workshop Name

Al Interoperability AI-MAN Workshop

Link

Market by STAR

AI-MAN WORKSHOP Explainable AI in Manufacturing

Market by STAR

Ethical and Legal Issues of Artificial Intelligence in Manufacturing

Market by STAR
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https://www.market.star-ai.eu/assets/security-policies-manager-spm-security-policies-repository-spr/
https://www.market.star-ai.eu/assets/simulated-reality-sr/
https://www.market.star-ai.eu/assets/workers-activity-recognition-war/
https://www.market.star-ai.eu/success-stories/agile-production-management-system-data-integrity-and-reliability/
https://www.market.star-ai.eu/success-stories/safety-zones-definition/
https://www.market.star-ai.eu/success-stories/easy-reconfiguration-for-automated-part-handling/
https://www.market.star-ai.eu/success-stories/employ-training-for-the-reduction-of-human-errors/
https://www.market.star-ai.eu/success-stories/human-intention-recognition/
https://www.market.star-ai.eu/success-stories/human-supervised-learning-for-visual-quality-inspection/
https://www.market.star-ai.eu/success-stories/production-planning-optimization/
https://www.market.star-ai.eu/success-stories/production-processes-simulations-for-accelerated-decisions-and-safe-processes/
https://www.market.star-ai.eu/success-stories/robot-reconfiguration-based-on-the-dynamic-layout/
https://www.market.star-ai.eu/success-stories/safe-collaboration-between-human-and-robot/
https://www.market.star-ai.eu/workshops/ai-interoperability-ai-man-workshop/
https://www.market.star-ai.eu/workshops/ai-man-workshop-explainable-ai-in-manufacturing/
https://www.market.star-ai.eu/workshops/ethical-and-legal-issues-of-artificial-intelligence-in-manufacturing/

gISTAR

H2020 Contract No. 956573

D7.4 - Integrated Secure and Safe AI Solutions - Final Version
Final - V1.0, 15/01/2024

3.4 External Courses
The external courses list, presented in Table 4, has been kept up to date with the courses still

available and may suffer more updates in the future.
Table 4. List of available external courses
Course Name

A Complete Beginner’s Guide to Industry 4.0

Link

Market by STAR

A Subjective Introduction to the IoT

Market by STAR

Advanced Diploma in Introduction to Internet of Things

Market by STAR

Advanced Manufacturing Enterprise

Market by STAR

Architecting Smart IoT Devices

Market by STAR

Arduino: Make an IoT environment monitor

Market by STAR

AWS IoT: The Hobbyists Guide to Home Automation

Market by STAR

AWS Serverless Design for IoT

Market by STAR

Beginners Masterclass into Internet of Things

Market by STAR

Big Data Analytics in IOT domain

Market by STAR

Build IOT Apps using Raspberry Pi, AspNet Core and SignalR

Market by STAR

Building a Thing for the Internet of Things IoT

Market by STAR

Building Internet of Things Projects with Arduino IOT Cloud

Market by STAR

Capstone: Autonomous Runway Detection for IoT

Market by STAR

Complete Guide to Build IOT Things from Scratch to Market

Market by STAR

Complete Python 3 and Raspberry Pi Masterclass

Market by STAR

Cyber Security in Manufacturing

Market by STAR

Cybersecurity and the Internet of Things

Market by STAR

Data Analytics in Internet of Things (I0T)

Market by STAR

Data-Driven Decision Making (DDDM) Specialization

Market by STAR

Digital Transformation and Industry 4.0

Market by STAR

Digital Transformation and Industry 4.0 Masterclass

Market by STAR

Digital Transformation from Industry 4.0 to Industry 5.0

Market by STAR

Digital Transformation in Industry 4.0: A Complete Guide

Market by STAR

Digital Transformation of Mining

Market by STAR

Embedded Systems — Shape the World: Multi-Threaded Interfacing

Market by STAR

Embedded Systems Essentials with Arm: Get Practical with Hardware

Market by STAR
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https://www.market.star-ai.eu/courses/a-complete-beginners-guide-to-industry-4-0/
https://www.market.star-ai.eu/courses/a-subjective-introduction-to-the-iot/
https://www.market.star-ai.eu/courses/advanced-diploma-in-introduction-to-internet-of-things/
https://www.market.star-ai.eu/courses/advanced-manufacturing-enterprise/
https://www.market.star-ai.eu/courses/architecting-smart-iot-devices/
https://www.market.star-ai.eu/courses/arduino-make-an-iot-environment-monitor/
https://www.market.star-ai.eu/courses/aws-iot-the-hobbyists-guide-to-home-automation/
https://www.market.star-ai.eu/courses/aws-serverless-design-for-iot/
https://www.market.star-ai.eu/courses/beginners-masterclass-into-internet-of-things/
https://www.market.star-ai.eu/courses/big-data-analytics-in-iot-domain/
https://www.market.star-ai.eu/courses/build-iot-apps-using-raspberry-pi-aspnet-core-and-signalr/
https://www.market.star-ai.eu/courses/building-a-thing-for-the-internet-of-things-iot/
https://www.market.star-ai.eu/courses/building-internet-of-things-projects-with-arduino-iot-cloud/
https://www.market.star-ai.eu/courses/capstone-autonomous-runway-detection-for-iot/
https://www.market.star-ai.eu/courses/complete-guide-to-build-iot-things-from-scratch-to-market/
https://www.market.star-ai.eu/courses/complete-python-3-and-raspberry-pi-masterclass/
https://www.market.star-ai.eu/courses/cyber-security-in-manufacturing/
https://www.market.star-ai.eu/courses/cybersecurity-and-the-internet-of-things/
https://www.market.star-ai.eu/courses/data-analytics-in-internet-of-things-iot/
https://www.market.star-ai.eu/courses/data-driven-decision-making-dddm-specialization/
https://www.market.star-ai.eu/courses/digital-transformation-and-industry-4-0/
https://www.market.star-ai.eu/courses/digital-transformation-and-industry-4-0-masterclass/
https://www.market.star-ai.eu/courses/digital-transformation-from-industry-4-0-to-industry-5-0/
https://www.market.star-ai.eu/courses/digital-transformation-in-industry-4-0-a-complete-guide/
https://www.market.star-ai.eu/courses/digital-transformation-of-mining/
https://www.market.star-ai.eu/courses/embedded-systems-shape-the-world-multi-threaded-interfacing/
https://www.market.star-ai.eu/courses/embedded-systems-essentials-with-arm-get-practical-with-hardware/
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Emerging Technologies: From Smartphones to IoT to Big Data
Specialization

Market by STAR

Exploring AWS IoT

Market by STAR

Fundamentals of IoT

Market by STAR

Fundamentals of IoT (Internet of Things)

Market by STAR

Get started in Internet of Things

Market by STAR

Hands-on Internet of Things Specialization

Market by STAR

Imagine IoT

Market by STAR

Industrial IoT Markets and Security

Market by STAR

Internet of Things (IoT) — The Mega Course

Market by STAR

Internet of Things (IoT) and Sustainability

Market by STAR

Internet of Things (IoT) Automation using Raspberry Pi 2

Market by STAR

Internet of things (IoT) for Beginners: Getting Started

Market by STAR

Internet of Things (IoT) with Arduino Programming & ESP8266

Market by STAR

Internet of things and everything: A Workshop on ZIGBEE

Market by STAR

Internet of Things Business Impact

Market by STAR

IoT Internet of Things Bundle

Market by STAR
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https://www.market.star-ai.eu/courses/emerging-technologies-from-smartphones-to-iot-to-big-data-specialization/
https://www.market.star-ai.eu/courses/exploring-aws-iot/
https://www.market.star-ai.eu/courses/fundamentals-of-iot/
https://www.market.star-ai.eu/courses/fundamentals-of-iot-internet-of-things/
https://www.market.star-ai.eu/courses/get-started-in-internet-of-things/
https://www.market.star-ai.eu/courses/hands-on-internet-of-things-specialization/
https://www.market.star-ai.eu/courses/imagine-iot/
https://www.market.star-ai.eu/courses/industrial-iot-markets-and-security/
https://www.market.star-ai.eu/courses/internet-of-things-iot-the-mega-course/
https://www.market.star-ai.eu/courses/internet-of-things-iot-and-sustainability/
https://www.market.star-ai.eu/courses/internet-of-things-iot-automation-using-raspberry-pi-2/
https://www.market.star-ai.eu/courses/internet-of-things-iot-for-beginners-getting-started/
https://www.market.star-ai.eu/courses/internet-of-things-iot-with-arduino-programming-esp8266/
https://www.market.star-ai.eu/courses/internet-of-things-and-everything-a-workshop-on-zigbee/
https://www.market.star-ai.eu/courses/internet-of-things-business-impact/
https://www.market.star-ai.eu/courses/iot-internet-of-things-bundle/
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4 Conclusions

This deliverable complements D7.3 “Integrated Secure and Safe AI Solutions - Initial Version”,
which focused on the content itself, by providing the infrastructural point of view of the
marketplace, along with all the content updates from the third year of the project.

The integration of the Workers’ Training Platform and the AI Trustworthiness Framework has
the benefit of aggregating all the project results in one place, not only making them easier to
be found by the users but also making it easier to monitor website visitors and, therefore,
having a better notion of the dissemination effectiveness.

Currently, the marketplace has:

e 15 Assets
e 10 Success Stories
e 5 Services
o 4 STAR Courses
o 3 Workshops
o 1 Book
o Workers' Training Platform
o Al Trustworthiness Framework
e 2 External Resources
o 43 External Courses
o 4 Relevant Communities

STAR marketplace has now reached its final version, with only a few content updates planned.
It provides all the required sections to showcase all the project’s results, with the potential of
being a core dissemination tool.
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